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|§p DHT in a nutshell

~ Retrieve data (key + value)
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|ip DHT in a nutshell

~ Retrieve data (key + value)
¢ put (v.k)

¢ gef(k) = v

- CC2016

ité P. & M. Curie

\' “'.‘“{; 7,
P "! “ .
e ’/‘-.’(’:
y
{
4
{
4
¢
{

Root node |

F. Kordon - Univers



Iip DHT in a nutshell

< Retrieve data (key + value)
§ put (v.k)

¢ getlk) = v

3 4

C X

- Leafset ;
: i
: L close nodes (+ roof) |
>
=
%

F. Ko
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A requests leaf set
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| receive leaf set
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A S C

A requests leaf set
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' receive leaf set
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l!p Modeling the protocol (step 1)

H.: perfect world
Ha: service reduced to 1 interaction
Hs: L+1 answer requested instead of L/2+1

- CC2016

ité P. & M. Curie

Univers

rdon -

F. Ko



®
I!p Modeling the protocol (step 1)

Types cm variables

{
type tsid is 0..Lj | | 3
type tsidxtsid 1s <tsid, tsid>; s

var i in tsid; %
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Types an variables
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+ About the complexity of the state space
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<~ PNXDD (decision diagrams + variable ordering)
¢ Unfolding to P/T nefts
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¢ L=10 fails after 3h20mn (memory overflow > 16GB)

+ ITS-Tools (hierarchical decision diagrams)

¢ Completed for L=32 in less than one minute
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“p Formulas and experimental values

- Protocol failure

¢ More that L/2 nodes are malicious

¢ The formula:

At most L+1 at most L/2
malicious nodes Mmalicious nodes
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~ Protocol failure B ]

1-»=03] CORPS-,=gp5 14

¢ More that L/2 nodes are malicious [ 8 0.188 6.64 x 10 !
i . 16 0.079 6.57 x 10~% %

¢ The formula: 0.016 831 % Tg=T1 3
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- Protocol failure
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. , 16 0.079 6.57 x 103
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~ Protocol failure

¢ More that L/2 nodes are malicious
¢ The formula:

ail m@st 15 at moﬁ? o 0K

malicious nodes

malicious nhodes

3

DHT - p=03 [ CORPS - ) =505/
1&2 0.188 6.64 x 107 |
0.079 6.57 x 108
0.016
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¢ Two parts
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Iip Conclusion

< Quasi-certification entity (elaboration + verification)

¢ Low probabi

ity of fa

¢ Application -

‘o digito

llure + Good message complexity (not discussed)

tax filling in France

» 36.5 M revenues declarations (in 2012)
» a wrong tax certificate every 5132 years
» lost of a tax cerlificate every 997 years

< 3 years of work (details recently fixed)

- Realistic problem with applicability to e-government

¢ Probably numerous applications in the tuture

¢ The model is now a metric for the Model Checking Contest

¢ Potential applicabllity for Symmetric Nets with Bags
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