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Abstract—An important and challenging research problem in
Web of Things (WoT) is how to select an appropriate composition
of concrete services in a dynamic and unpredictable environment.
The main goal of this work is to select from all possible composi-
tions the optimal one without knowing a priori the users’ Quality
of Service (QoS) preferences. From a theoretical point of view,
we give bounds on the problem search space. As the QoS user’s
preferences are unknown, we propose a Vector valued Markov
Decision Process (VMDP) approach for finding the optimal QoS-
aware services composition. The algorithm alternatively solves
MDP with dynamic programming and learns the preferences via
direct queries to the user. An important feature of the proposed
algorithm is that it is able to get the optimal composition and
at the same time limiting the number of interactions with the
user. Experiments on a real-world large size data-set with more
than 3500 web services show that our algorithm finds the optimal
composite services with around 50 interactions with the user.

Index Terms—Web of things, Services Composition, Reinforce-
ment Learning, Quality of Services.

I. INTRODUCTION

The Web of Things (WoT) opens the way for the development
of new intelligent applications that can be used to provide
innovative and valuable services in several domains, such as
smart cities, smart homes, ambient assisted living and connected
cars [11], [35]. One of the WoT challenges is to deal with
services composition to ensure suitable services flexibility and
customization. This is crucial to meet the evolving needs of
users, which can be expressed through several parameters
of quality of service (such as response time, throughput,
availability, price, popularity, etc.).

Following the web service paradigm [4] services composition
problems are specified as a workflow involving abstract and
concrete services. A concrete service refers to an executable
service, where an abstract service describes the abstract
functionality of the concrete service. In environments such
as the WoT, concrete services are web interfaces to objects
functionalities, which are exposed by using functional and non-
functional meta-data. At a given run time and for a given user,
each abstract service can be achieved using several concrete
services with the same functionality but possibly with different
non-functional parameters, such as the Quality of Service
(QoS). A composite service (workflow) specifies what are
the concrete services that should be selected for each abstract
service and what is the best services permutation to satisfy
the user’s requirements in terms of the QoS. An important
and challenging research problem is therefore how to select

an appropriate composition of concrete services in a dynamic
and unpredictable environment [32].

Composing services to achieve complex workflows that
match with users’ requirements can be formulated as a
mathematical composition, which is always associative and
commutative [15]]. To limit the combinatorial explosion of the
composition, specific domain constraints must be taken into
account: same time execution for several concrete services
is allowed, abstract services are used to instantiate unlimited
number of concrete services and each concrete service appears
at most once in the composition. Therefore, the services
composition problem can be viewed as the selection of concrete
services offering the overall best QoS.

While state-of-the-art approaches find the services composi-
tion workflow by knowing the users’ priorities in advance [20],
[26], [36], these approaches are limited and static, therefore
they can not handle the following cases: a) the presence
of the user uncertainties before the service executions, b)
unpredictable services manners such as service failures. We
propose a Reinforcement Learning (RL) based approach to
dynamically obtain the optimal service composition, according
to the user’s expectations on the quality of services. Markov
Decision Processes (MDP) with unknown rewards enable us to
tackle this challenge by optimizing rewards according to the
answered queries for any user [[1], [2]. Based on our approach
and according to the given theoretical results, our algorithm
minimizes the number of queries needed to select the best
service composition. The proposed algorithm is validated with
a large number of experiments on the most representative real-
world data-set for our problem [50]. The experiments show that
the proposed approach is able to provide the best composite
service integrating dynamically user QoS preferences during the
algorithm computation process. We also show some theoretical
lower and upper bounds on the size of the search space of the
composition problem.

The main contributions of this paper are the following:

¢ We propose the first approach in the literature able to
provide a web services composition that explicitly takes
into account the users’ expectations and preferences on
the QoS.

o Within the given framework, we show a theoretical lower
bound for the number of possible services compositions
by respecting the mentioned constraints.

e Our method is able to select an optimal services composi-
tion among all the possible permutations without knowing



a priori the users’ preferences.
« We validate the algorithm on a real world data-set of web
services.

The paper is organized as follows: the next section sum-
marizes the related work on QoS-aware services composition.
Section [[V| provides the problem formulation, together with the
theoretical results on the search space. Section [V]formalizes the
services composition problem as an MDP. Section [V]] details
the proposed interactive Reinforcement Learning algorithm to
deal with the services composition problem and section
summarizes the experimental results. Finally, Section |VIII| gives
the conclusion and some perspectives.

II. MOTIVATING SCENARIO

One the scenarios studied during the European project
called web of objects (WoO) (https://itea3.org/project/web-
of-objects.html), which motivated the present study, is the
ad-hoc instantiation of applications in smart spaces populated
by thousands see millions of devices. These applications are
defined as compositions of abstract services, which will be
turned into compositions of concrete services that better match
the functional and nonfunctional requirements expressed by
the designers and the operators of the applications. In a smart
space, such as smart building or a smart city, a concrete service
corresponds to a sensing or actuation functionality that can
be supplied by a device. In such environments, an abstract
service can be associated with a myriad of concrete services,
which are exposed in the web by using different XML or
JSON schemas and can invoked by the orchestrators by using
different web services protocols such as HTTP, SOAP, XMPP,
etc. In addition, a set of concrete services exposed by using
the same schema and invoked by using the same protocol
may be supplied in different quality levels that depend on the
agreement between the services owners and the application
operator or the availability of computing and communication
resources in the run-time environment. Therefore, considering
the heterogeneity and quality dynamics of such environments,
humans cannot afford the manual composition of the concrete
and instantiate the targeted application in an acceptable time.
To argue, let us consider the following scenario. A smart
city with a web of objects infrastructure that is designed to
quickly instantiate applications for the needs of the monitoring
of the security of people and facilities. This infrastructure
may be composed of hundred may be thousands of connected
cameras and may be millions of sensors measuring different
parameters such as air quality, lighting, temperature, humidity,
etc. Let’s consider a typical scenario of an application that
must be instantiated to follow the movements of crowds, to
detect abnormal movements from the cameras. In addition,
this application must on the other hand measure and verify
from the other sensors if the air quality is within the standards
and the air quality is not reaching toxic levels in the areas
where crowds are moving. Every information or event that is
handled in this scenario is defined as an abstract service. The
application is composed by associating the abstract services
with the concrete services exposed by the camera and sensors
devices present in the same place. Given that the number of
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services matching the abstract service and the expected quality
in the same location is may be huge, the composition must take
into account only the concrete services offering the best overall
quality to ensure that crowd tracking is as efficient as possible
and reliable in the sense that there will be no abnormal event
will be ignored due to concrete service quality downgrade.

III. RELATED WORKS

Usually, acquiring user preferences is not easy in practice,
this is due to the fact that the users are not always certain
about their preferences until the service execution. Moreover,
collecting user preferences can be complex in terms of time
and memory [33|]. For these reasons, most of the services com-
position studies in the literature are based on the assumption of
knowing the user preferences on the QoS attributes in advance.

For what concerns services composition problems where
the user preferences are known in advance, several works are
proposed in the literature [6], [14]], [24], [36]]. Such works
can be classified accordingly to the techniques used: graph
search [12f], [31], Pareto optimality [44]], [46], constraints
decomposition [3]], meta-heuristic population [7], [17]], [39],
[42], [49], planning [8]], [S1]], integer linear programming [47],
[48]], recommender system [9], [22], [25] and machine learning
[13[1, [26[, [29], [30]], [40]]. In the following, we will describe
with more details some of the mentioned papers.

A services selection algorithm combining qualitative and
quantitative QoS attributes is proposed in [39]]. The qualitative
attributes considered in this approach are provider, location and
platform, whereas the quantitative attributes are response time,
throughput, reliability and availability. The services selection
problem is solved using a global optimization algorithm and a
genetic algorithm.

RL techniques have been often used to deal with dynamic
and uncertain environments in services composition problems.
In [30], [40], the services composition problem in a dynamic
environment is modeled as a Markov Decision Process and
solved using a Q-learning method. In these approaches, the QoS
attribute values are extracted through executing the services,
while the optimal workflow of elementary service invocation
actions is updated according to the change occurred in the
environment. In [40]], the authors use a normalized reward
function combining the QoS attributes and the known user
preferences on the attributes, while the approached proposed
in [30] aims at maximizing the expected cumulative rewards
which is on behalf of the satisfaction degree of the user’s
QoS constraints. In [26]], two multi-objective MDP methods
are proposed to handle services composition in uncertain
and dynamic environments. The first approach addresses the
single policy multi-objective composition scenarios, while the
second approach addresses the multiple-policies composition
scenarios. In the first approach, the user’s preferences are given
a priori, while in the second one the set of all suitable services
compositions are represented as a convex hull of extreme
services. Recently, several works have been proposed to use
RL methods on large-scale services composition. For instance,
[37]] uses hierarchical Reinforcement Learning, [21]], [|38]] utilize
recurrent neural networks and deep RL approaches and [45]]
proposes an actor-critic method as a deep RL approach.



Many services composition approaches are based on machine
learning technique different from RL. For instance [18]], [23]]
propose services selection approaches in the context of QoS-
aware services composition. In [23], the services selection
with global QoS constraints is first formulated as a set-based
optimization problem, while the k-Means clustering method
is then used to find the composite service by maximizing the
QoS value and satisfying the global QoS constraints. On the
other hand, [18] presents an algorithm which first uses the
k-means clustering to obtain clusters of candidates services,
then, for each cluster it obtains the composite service in terms
of QoS using a heuristic method.

To the best of our knowledge, very few approaches have
been proposed for solving the services composition problem
in interaction with the users dynamically and without knowing
the user’s preferences a priori. The closest existing approaches
are [9]], [10], [20], [26], [36]]. In [9], the authors propose to
extract the user preferences on the QoS attributes in advance,
with a Location-aware Web service Recommendation (LoRec)
system. This system first collects users’ QoS observations
related to the past usage experience of different Web services.
The users are then clustered, according to their locations and
their observed QoS, in order to propose personalized service
recommendations to each user. In [20], the services composition
problem in highly-dynamic environments is modeled as an
uncertainly planning problem using a Partially Observable
Markov Decision Process. A time-based RL approach is
then proposed to find the composite service satisfying the
user’s requirements. The proposed approach does not require
knowledge of complete information about services. It uses
historical information to estimate the success probability of
a services composition using results. Finally, [36] suggests
a user-centric service composition to identify the subset of
correlated services that best match the users’ requirements
from a designed ontology.

[LO], [26] introduce a method for finding the list of all non-
dominated workflows, regardless of the user preferences on the
QoS attributes. Our approach goes beyond the identification
of the non-dominated workflows: it proposes an approach
for identifying one optimal workflow (among the set of non-
dominated workflows) for each system user.

IV. PROBLEM FORMULATION

For the sake of simplicity, the problem of identifying
a services composition able to satisfy the end-to-end user
requirements can be defined as follows. Given a set of n
abstract services S = {51, ...,S,} where each abstract service
S; can be implemented by n; concrete services {S;1, - . ., Sin, }-
Each concrete service S;; may be executed by a set of actors
{a1,...,ax}. An actor can be an end-user or any other entity
for which the service is rendered. We denote the concrete
service Sij executed by the actor ag, by Sf] Furthermore, in
several situations, the same service instance can be executed
more than once over time by the same actor. In this work,
we assume that the time horizon can be divided in time steps.
The concrete service .S;; executed by the actor ay, at time ¢ is
denoted by Sfj(t) and is called execution. Example (1| shows a

sample of a real case data-base for the services composition
problem.

Example 1: Table [I] is an extracted line from the real
data-set [49]], [50] used in our experiments. According to
the aforementioned notations, this line should be denoted as
59904.3104(5)- It represents for the abstract service 19994, the
response time and throughput values of the concrete service
3104 executed by user 97 at time step 5.

TABLE I
AN ENTRY FROM THE REAL DATA-SET [49]], [[50]] USED IN OUR
EXPERIMENTS.
User | time | service | con. service | time resp. | throughput
97 5 19994 3104 0.238 0.773

Each service performs functions that serve the actors. To
evaluate the quality of a service at the application level, a set of
criteria is used, such as response time, throughput, reliability,
availability, price, etc. [43]], [48]].

In Service Oriented Architectures (SOA), the orchestration
process composes the existing services in order to create a
new service having central control over the whole process [19].
In our context, the main part of the orchestration process is
the abstract service composition. This composition process is
guided by one main constraint: an abstract service can have
a set of prerequisite abstract services that must be executed
in order to make its execution possible. All such precedence
constraints can be represented with a suitable oriented graph
(see Figure [I). A path in the precedence graph represents a
possible orchestration of abstract services.

We denote as orchestration of abstract services a sequence
of subsets of the set of possible abstract services .S, one for
each time step (one abstract service can be included in at
most one time step). Moreover, we will consider only feasible
abstract service orchestrations, i.e., orchestrations where an
abstract service is included in a set at time steps ¢ only if
all its prerequisite abstract services are included in the set of
precedent time steps (see Example [2).

Example 2: Let S1,.55,53 and S; be four abstract services.
Services S, and S3 need outputs of the service S; and
the service Sy can be executed only after Ss. The abstract
services precedence graph is given in Figure [T} The possible
orchestrations with respect to this graph are: (S1, {S2, S5}, S4),
(Sl, Sy, S3, 54), (Sl, Ss, 54, 53), etc.

Fig. 1. The abstract services precedence graph of Example [

Each abstract service may be realized by several concrete
services. When an abstract service orchestration is defined, we
need to choose an appropriate concrete service that performs
each corresponding service. In the context of the web of
things, services composition can be seen as an invocation



workflow or plan of the services, which are exposed by
the objects through the web. In this paper, the possible
concrete services organization for a given abstract service
orchestration is represented by a concrete workflow. The
concrete workflow must be coherent with the associated abstract
service orchestration. Figure [2] gives an example of a concrete
workflow for the orchestration given in Figure [T}
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Fig. 2. The concrete workflow (S11, S21, 532, 541) is a possible organization
to realize the orchestration given in Figure [1]

We define as workflow a concrete service concatenation of a
given feasible abstract service orchestrations, i.e., a collection
of subsets of concrete services obtained from a feasible abstract
service orchestration after substituting each abstract service by
one of its associated concrete services.

Let M be the number of all possible feasible abstract
service orchestrations and vy, (for k € {1,...,M}) be the
k-th possible orchestration. We are interested in defining an
evaluation function F'(v;) that associates a numerical value
to all possible concrete service concatenations of .

Let @ = {q1,...,qm} be the set of all possible QoS criteria.
The criteria can be applied both at the abstract and concrete
levels. Without loss of generality, we limit the criteria to the
concrete service level. In this case, ql(S,;j) denotes the quality
value of the ¢; criteria for the .S;; concrete service. We suppose
that the values of all criteria are normalized.

To obtain F'(vy), it is necessary to select the best concrete
service concatenation, according to the set of criteria in Q,
among the concrete services in the given v orchestration.
In our context, the F' function is assumed to be a linear
combination of these criteria (see Example [3).

Without loss of generality, the service selection problem can
be defined as follows:

Find the orchestration vy, with the best value of F(1y).

Example 3: Let us consider a problem with three abstract
services {57, 52, 53}. Assume that this problem has a single
possible orchestration 11 = (57, 52, S3) such that 1), repre-
sents a serial orchestration (we execute first concrete services of
S1, then S and end with Ss3). Let us consider a problem with
two evaluation criteria Q = {q1, g2}, for instance, throughput
and service time response. To each abstract service S; we
associate a value for ¢;; and a value for ¢;5. The value of the
orchestration is defined as a linear combination between these
criteria: Z‘;’Zl(wl gi1 + waq;2) where the coefficients w; (one
for each abstract service 5;) are given by the actor (user).

From an operational point of view, the evaluation of the
concrete services quality is estimated over their executions

IEEE SYSTEMS JOURNAL, VOL., NO., OCTOBER 2019

through the time. In the above example, the users’ preferences
are presented as weight values. In practice, the weights are not
given a priori. In Section [Vl we propose an RL method based
on MDPs for learning QoS attributes weights representing
users’ predefined preferences.

A. On the global search space size

The purpose of this section is to enumerate the number
of end-to-end concrete service combinations (workflows) in
order to evaluate the quality of service of each combination
and then to select the best one according to a given set of
user/actor preferences. To the best of our knowledge, there is
no existing work in the literature dealing with this enumeration
problem. In the rest of the section, we give the size of
the search space for some special cases and for the generic
case, where no constraints are imposed on the structure of
the orchestration. Those sizes can be viewed respectively as
lower and upper bounds on the search space for any service
combination problem.

Let us consider the generic case of a services composition
problem with n abstract services Si,...,S,, such that each
abstract service S; can be realized by exactly m possible
concrete services. In the following subsections, we analyze
how the size of the search space changes according to the
different constraints on the service order and concurrency.

1) Total order (sequential) abstract services: no explicit
constraint on the order of execution of the services is imposed
but at each time step it is possible to execute only one abstract
service. Since each S; can be realized by m possible concrete
services, for a given fixed ordering of abstract services, the
possible number of realizations for each order is m™. If there is
no additional constraint between abstract services, the number
of abstracts services permutations is n!. In this case, the total
number of workflows is n!m™.

2) Parallel abstract services: all abstract services are
executed at the same time. In this case, there exists only
one possible combination between abstract services. The only
degree of freedom is to choose which concrete service to
associate to each abstract service. For this reason, there exists
m™ possibles realizations.

3) General case: for each time step it is possible to execute
simultaneously any number (up to n) of abstract services. We
recall that S(n, k), the Stirling number of the second kind,
counts the number of ways for partitioning an n-element set
into k subsets{]_-] [16]. On the other hand, k subsets can be
ordered in k! different ways. This leads to a total of S(n, k)k!
different orchestrations of time length exactly k. This means
that all abstract services in each set should be executed at the
same time. Therefore, the total number of orchestrations is:

n k

iS(n,k)k! = (—1)! (?) (k-1 (1)
k=1 k 0

=11=

For any given orchestration with n abstract services and
m concrete services, we have m™ total number of workflows.

I'Several equivalent formulas are available to compute the Stirlin% number of
the second kind, in this case we use S(n,k) = % Zfzo(fl)l VIR



Notice that each abstract service is associated to one and only
one executed concrete service at each time step. Consequently,
to obtain the total number of workflows, we need to multiply
the quantities given by the Equation (T) with the total number
of workflows for each orchestration:

m™ > " S(n, k)k!. 2)
k=1

We finally notice that the situation is slightly different if
we impose to associate the same concrete abstract to all the
abstract services at the same time step. If this is the case we
have a total number of workflows equal to:

> S(n, k)kim?*.

k=1

n
3)

The results showed in this section give an idea of the
combinatorial explosion one could expect if no precedence is

imposed on the orchestrations. For this reason, we restrict our
study to sequential orchestrations.

V. SERVICES COMPOSITION AS AN MDP

Markov Decision Processes (MDPs) are often used to model
sequential decision problems [27].

In this section, we describe how to solve the services
composition problem via MDP models. We are looking
for an optimal QoS-selection strategy satisfying the user’s
requirements in terms of QoS attributes. Since the user’s
preferences with respect to QoS attributes are unknown, we
use a partially known MDP model, and more particularly, a
Vector-valued MDP (VMDP) model [2].

A. Vector-valued Markov Decision Process

The following definitions are necessary to define our VMDP
model.
Definition 1: A discrete-time Markov Decision Process
(MDP) [1]] is defined by a tuple (T, S, A, P:(.]s,a), ) where:
- T =0,...,N are the decision time steps at which the
decisions are made’]
- S is a finite set of states.
- A(s) is a finite set of actions that the agent can select in
astate s € S.
- Pi(s'|s,a) is the State Transition Probability Distribution,
it encodes the probability at time ¢ of going to state s’
when the agent is in state s and executes action a.
-1+ Sx A — Ris the Reward Function, 7(s,a)
quantifies the value gained when executing action a in
state s at time step t.

Definition 2: A Decision rule D, is a function depending
on time step ¢ that defines what action Dy(s) € A(s) at time ¢
the agent should select. By assuming N number of time steps,
we define policy m = (D1,...,Dyn—_1) as a sequence of N — 1
decision rules.

2Time steps can be days, hours, minutes or any time interval.

A policy is stationary if the decision rule for all time steps
are the same ie. : V¢t € {1,...,T} D; = D. A solution for
an MDP is a policy 7 : S — A that associates an action to
each state. Normally, policies are evaluated by a value function
v™ : § — R. The value function is computed recursively as
follows:

v (s) =rn(s,7(s)) Vs € St C)

where St is the set of terminal states as a subset of all
states. For the rest of time steps ¢ < 7', the value function is
defined as:

of (s) = re(s,m(s) + 7 Y Puls'|s,m(s))0fin ()

s'eS

&)

where y is a discount factor (0 < v < 1). v](s) represents
the expected gain in the future from state s, at time step ¢ if
the policy 7 is executed. Therefore, the final value of a policy
is given by v™ = vf. Let m and 7’ be two policies, in the
following, we indicate 7 = 7’ if the policy 7 is better than
policy 7’

Tew e VseSvT(s) > 0" (s) . (6)

Equation [f] indicates that policy 7 is better than policy 7’ if
its value is higher than the value of 7’ for all states. 7 is an
optimal policy if m* > m, for all feasible policies 7.

What remains to show is how to find an optimal policy. To
find the value of the optimal policy, we can use a dynamic
programming, namely the Bellman equation [27]]:

v; () = maXae e {( A)+7 Y] Pt<s'|s7a>vr+1<s/>} .

s'es
(N
For extracting the optimal policy, we need to define a Q-value
function on state s and action a at time step ¢ as:

Qi(s,a) = 1¢(s,a) + Z Py(s'|s,a)viy 1 (s").

s'eS

®)

The optimal policy selects action a* at state s and stage ¢
as follows:

(©))

In the following, we present a generalisation of MDPs where
the rewards are vectors instead of scalars:

Definition 3: [40] A discrete-time Vector-valued MDP
(VMDP) is defined by a tuple (T, S, A, P;(.|s,a),7:) where
T,S, A, Py(.|s,a) are the same as in Definition

-7 S x A— R?is a vector valued reward function

defined as 7¢(s,a) = (r14(s,a),...,T4:(s,a))

a; € argmax,¢ 4(,) {Qt(s,a)} fort=1...N -1

In the following section, we will see that VMDPs are partic-
ularly suited for services composition context, because each
executed service has several quality values, such as response
time, throughput, price, availability, etc.



B. Services composition as a discrete-time VMDP

In this section, we adapt VMDPs in the context of services
composition problems. The solution of such MDPs gives the
optimal service composition. there are basically two reasons
for using an MDP:

e MDPs make it easy and natural to model services
composition problems: every salient aspect present in
the decision-making process relating to the services
composition problem has an evident counterpart in an
MDP context. The division of an MDP into states and
actions is particularly suitable for representing the division
of a composition service problem into abstract services
and concrete services. Furthermore, an optimal policy in
an MDP reduces to chose which actions to take at each
state, while the optimal workflow reduces to find the best
concrete service for each abstract service.

o MDPs can be easily integrated into a dynamic environment
with uncertainty. In this paper we use part of the results
presented in [2], [41] on how to efficiently learn the users’
prefrences. These results are based on the combined use
of MDP and reinforcement learning techniques.

From now on, to be coherent with the services composition
terminology, we will use the term workflow as a synonym of
policy, abstract service as a synonym of state, concrete service
as a synonym of action and quality of service as a reward
value.

Definition 4: A concrete service S;; can be described by
several functional and non-functional properties.

« Functional properties.
Each functional property is described through a transaction
function, Action(S;;) that takes an input data vector
InputData(S;;) to produce an output data vector
OutputData(S;;).

« Non-functional properties.
Each non-functional property consists of a vector of QoS
attributes ()(.S;;), a set of quality of experience criteria

(QoE), and other aspects about the service such as energy

consumption and the context of use.

Definition 5: An abstract service S; = {Si1,...,Sin,} is a
class of n; concrete services with similar functional properties,
i.e., they have the same input and output data vectors, but their
non-functional properties can be different.

In the rest of this section, we will explain how various classes
of abstract services, each one associated to several concretes
services, can be modeled as a VMDP.

Definition 6: A VMDP-Service Composition (VMDP-SC)
is defined by a tuple (7', AS,CS, P,(.|as, cs),T;) similar to
Definitions [I] and [3t

- T=0,...,N are the decision time steps.

- AS is a finite set of abstract services.

- CS(S;) is a finite set of executable concrete services that
the agent can use for a chosen abstract service S; € AS.
We have that C'S(S;) = {Si1,...,Sin, }

- Pi(S}]S;, Six) is the probability of executing concrete
service S;, for abstract service .S; and entering to abstract
service S;.
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- QoS, : AS x CS — R is the vector valued
reward function. QoS,(S;, S;;) represents a vector of
QoS attribute values after invoking S;; in S; at time
step t. For d attributes, we obtain QoS,(S;, Six) =
(gos14(Si, Sik), - - -, q0sa, (Si, Si))-

The terminal states, defined as ASt, do not have any executable
services.

Definition 7: A workflow w : AS — CS is a function
that defines which concrete service should be invoked for
each abstract service in order to give the best trade-off among
multiple QoS attributes.

Since the rewards used in an MDP-SC are vectorial, also
the value function ¥ and the Q-value function Q are vectorial:

07 (Si) = QoS (Si, m(S;

JF’YZ Py(S;|m(5:), 8

S;€AS

)0i41(55)-

(10
Thus, comparing two workflows boils down to comparing
two vectors. The optimal workflow can differ from user to
user according to their preference with respect to the d value
qualities of services. We make the assumption that each user
assign a different weight w; to each QoS attribute. The Simple
Additive Weighting (SAW) technique [28]] is used to obtain a
single QoS value as a weighted linear combination of the QoS
attributes. Let W = (wy,...,wq) be the set of normalized
weights (i,e., Zle w; = 1) given by a user, the aggregated
QoS becomes:

QoS¢(S;, Sij) = W - QoS(S;:, Sij)

Z wkqoskt

If the user preferences on QoS attributes are given, the
optimal workflow can be therefore computed using SAW
techniques. However, determining appropriate weights for QoS
attributes requires the knowledge of the user preferences, which
is often not obvious to obtain in practice. Even if the user
preferences have been obtained, setting accurately these weights
remains a problem. For instance, it is hard to decide the weight
of an attribute such as response time as 0.2 or 0.21, which
appears no big difference yet it can affect the result of the QoS
optimal composition [[10]. We assume that W is unknown, and
we try to find the best workflow by querying the users when
it is necessary.

The basic idea is to deduce the user weights by comparison:
we present to the users two alternative Qos vectors, and we
assume that he is always able to find which of the two he
prefers. In order to compute the optimal workflow in the service
composition, it is required to compare the vector value function
of two different workflows.

To compare workflow vector values with each other, we
consider first the d — 1 dimensional polytope WV that represents
the set of all possible values for W:

(11

W:{(wl,..

|Zw1§1 wl—l—ZwZ

=2
(12)



Three methods can be used to compare vector values
associated to the workflows [41]]. Assume o™ = (ay,...,aq)
and 9™ = (by,...,by) are two vector values associated to two
workflows 7, and mp:

- Pareto comparison:

e =p 0™ & Via; > b (13)

- K-dominance comparison: v™ is preferred than v™ if it
is better for any w in the polytope W:

T g 0P VW eW, W o™ >W-5™ (14)

- Query to the user: v™ =, v"" if the user prefers workflow
v™e over v”*. This check is a sort of “last resort”: if none
of the previous methods allow to eliminate one of the two
vectors, the only option is to ask directly to the user.

It is possible to show that checking if a K-dominance exists
between two workflow vector values can be done by solving
an ad hoc linear programming problem [41]: v > ™ is
true if there is a non-negative solution to the following linear
program:

min W - (g™
st. Wew.

_@Wb) (15)

We noticed that
VT g U = U mg U

therefore, to check if a dominance exists between the two
vectors we need to solve two separate linear programs. In the
remaining of this paper, we explain how to find the optimal
workflow that gives the best trade-off among multiple QoS
criteria, satisfying the user requirements in terms of QoS only
querying a few times.

VI. INTERACTIVE REINFORCEMENT LEARNING
ALGORITHMS FOR THE SERVICES COMPOSITION PROBLEM

After modeling the services composition environment as
a VMDP-SC, we are interested in finding a solution for our
model, i.e., how to compute the optimal workflow respecting
the users’ preferences on the QoS attributes. In this section, we
introduce an algorithm with this aim, namely Interactive Value
Iteration for Services Composition (IVI-SC). It is possible
to use interactive value iteration methods for finding the
optimal workflow by learning user’s preferences weights
dynamically [2]], [41].

We assume that a VMDP-SC with finite discrete-time is
given. The services can be invoked in 7"+ 1 number of discrete
time steps: {0,...,7 — 1} U {T'} where T is a final empty
time step. Since the MDP-SC objective is finding the workflow
that maximizes a measure of long-run expected ) vector
values, we propose a backward induction method to solve
the Bellman equation given in Equation [7]to obtain the optimal
policy/workflow, see Equation [9] Our approach is formalized
in Algorithm

In the iterative Algorithm |1} first we assign a zero vector
to the set of states (abstract services) at time step 7. For

Data: VMDP-SC(T, AS,CS, P;, ), a W polytope of
user weights.

Result: The optimal service selection workflow for the

given user.

t«— T

Thest <— choose random policy

TJT(ST) — (0, ... ,0) Vst at time ’IEI

K <— set of constraints on W

while ¢ > 0 do

t+—t—1

for each S;(t) € AS; do

best «— (0,...,0)

for each S;; (t) € CS(S;i(t)) do
0:(8:(t)) «—
QoS (5:(1), S53(1)) + T, 010y PSS +
1)[Si(t), Sij(£))ve+1(Sk(t + 1))
(best K) +— getBest(best, v¢, K)
0¢(S;(t)) «— best
end
if best = v,(S;(t)) then
‘ Wbest(Si(t))HSij(t)
end
end

end
return 7peg

Algorithm 1: Interactive Value Iteration for Services Com-
position. The algorithm computes the optimal workflow
respecting the user preferences on QoS attributes.

Data: Two vectors ¢ and @', polytope constraints .
Result: Finds the more preferred between © and o’ for the
given user.

if paretodominates(v,v’) then

| return (7, K)
end
if paretodominates(v’,v) then

| return (v/,K)
end
if Kdominates(v,v’,K) then

| return (9, K)
end
if Kdominates(v', v, K) then

| return (¢',K)
end
('Ebesta K:) — querY(ﬂa (U IC)
return (Upegt, K)

Algorithm 2: getBest.

each abstract service S;(t) (at time ¢) given in the MDP-SC,
the algorithm selects the best concrete service among the all
available ones. These actions (concrete services) are dependent
on various time steps, for instance, the possible actions of
the S;(t) service at times step ¢ can be different from the
possible actions for time step ¢ 4 1. In the finite horizon time
(our case), the iteration continues until either this difference
becomes small enough or the horizon time steps finish.
Since the quality of services is the d dimensional vectors,
solving Equation[/|and finding the maximum among the vectors



Data: v,7', K.
Result: Queries the comparison between ¥ and 7/, to the
user and modifies /C according to his response.
Build query g for the comparison between © and o’
if the user prefers v to v’ then
| return (3, KU {(7 — ') -W > 0})
end
else
| return (7', KU {(?/ —7)-W > 0})
end
Algorithm 3: guery: It asks to the user about his preferences
on the existed QoS.

is not obvious. For this reason, we use the Algorithm @] getBest
that applies the three comparison methods presented at the
end of Section The getBest function receives two d
dimensional vectors with the VW polytope constraining the
user weight preferences on the quality of services. If the
Pareto comparison can not find the greater vector, The K-
dominance comparison is used to find the most preferred
vectors. Otherwise, the query function should be called (given
in Algorithm [3). The user’s response to the comparison between
the two given vectors, adds a new constraint to the WV polytope.

Algorithm [I] finally finds the optimal policy/workflow or
services composition for the given system VMDP-SC and
returns back the optimal policy .. Notice that the condition
best = ©;(S5;(t)) in Algorithm 1| checks if the best selected
concrete service for S;(¢) has been changed regarding the
previous iteration. If it was, the optimal concrete service should
be replaced by the concrete service S;;(t) which generates a
better vector value for S;(t).

The proposed algorithm is exact, and its complexity is
polynomial w.r.t three parameters: the number of abstracts
services forming the composition, the number of candidates
concretes services per each abstract services, and the number
of QoS attributes. Assuming |AS| is the set of all abstract
services and M = max, ;C'S(S;(t)) is the maximum number
of abstract services in each time step ¢ and each abstract
service S;. In order to compute the best QoS vector in each
inner iteration, the Best algorithm tests the Pareto dominance
and K-dominance comparison twice in the worst case which
are polynomial w.r.t d. Where d is the number of attributes for
quality of services and any K-dominance (LP) can be solved in
polynomial time. Finally, we suppose that the time necessary
to ask a preference to the user is constant. Therefore, the
complexity of the algorithm is O(Md|AS]).

VII. PERFORMANCE EVALUATION

We evaluate our methods on a public available data-set
containing two QoS attributes: throughput and response time.
These are the records between 339 users and 5825 web services
distributed worldwide [49]], [50]. The data-set also includes
some information about user features and service features
such as countries, autonomous systems, IP dresses, latitude
and longitude. In the studied data-base, 142 users execute
various web services in different time steps. The information
is available only for 64 time steps. In this section, we first
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Fig. 3. A sequential form of abstract service connection. The start state is
an empty state and it is connected to the first selected abstract service in the
model. While the terminal state is an empty state to indicate that we have a
finite horizon VMDP-SC.

explain how to model the data-set as a VMDP-SC and then
we examine the performances of our algorithm on the data-set.

A. Data-set as a VMDP-SC

The main issue in implementing IVI-SC (Algorithm [T)) on
any data-base is how to model the given data-set as a vector-
valued MDP. In the supported data-set [49], [50]], there are
several text files, including wslist.txt, userlist.txt, rtdata.txt
and tpdata.txt. The wslist.txt is our source file for extracting
a list of web services and their related abstract services. In
our data-set, we consider the web services as the concrete
services. The userlist.txt file includes some information about
users of different web services. The two other tpdata.txt and
rtdata.txt files include the throughput and response time values
respectively on various web-services executed by 142 users.
This means that any web service invoked by a user has two
parameters for measuring the service quality: throughput (mega
bits per second, Mbps) and response time (second, s).

The studied data-base [49], [50] is generated in practice by
observing various users utilizing enormous number of web
services. After cleaning the data-base and extracting all web
services and their related abstract services from the wslist.tx
file, and getting the web services qualities from two files tp.txt
and rt.txt, we have a VMDP-SC with the following parameters
(see Definition [6) :

- 64 time steps.

- 744 abstract services.

- 3551 total number of concrete services (in our case web

services).

- The transition function is not given directly in the data-
base. Several models can be used to define the possible
orders and concurrences among the abstract services (see
Section [[V] In this case, we adopt a sequential structure
(see Figure [3).

- The QoS, function comes from the extracted data on
web services and their two qualities: response time and
throughput.

To demonstrate the efficiency of our approach in calculating
the optimal workflow, we study our method on a common state
of the art model: the sequential model.

For the sequential model (see Figure [3) the start state is an
empty state connected to the first selected abstract service in
the model. On the other hand, the terminal state is an empty
state that indicates that the MDP has a finite horizon. The
sequential order on abstract services can be defined in any
order. In our model, the order is randomly selected once, to
fix the MDP model. For any time step ¢ € {0...63}, the



TABLE I
AN EXAMPLE OF 2 DIMENSIONAL WEIGHT VECTORS (THROUGHPUT AND
RESPONSE TIME) FOR 5 USERS WITH PREFERENCES ON THE ATTRIBUTES.
THE GOAL OF ALGORITHMmIS TO LEARN SUCH A VECTORS FOR EACH OF
THE FIVE USERS.

user weight vector
[throughput, response time]

Wo [0.320,0.680]

W1 [0.857,0.143]

Wa [0.170,0.830]

Ws [0.645,0.355]

Wy [0.472,0.528]

transition probability P;(S; (¢t + 1)|S;(¢), Six(¢)) is 1, if web
service S; is invocable for a given abstract service S;(t)
according to our data-base and the abstract service S;(t + 1)
is the next demanded service in our selected sequential MDP
model, otherwise P;(S;(t + 1)|.S;(t), Sir(t)) = 0.

B. Model the web service data-set as VMDP

To evaluate Algorithm [T] we consider the complete data-set,

i.e., we keep all the quality services executed by all 142 users.

Modelling such a huge size data-base as a VMDP-SC and

implementing the IVI-SC algorithm on it is a challenging task.

800
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Fig. 4. This figure shows the number of queries proposed to the user during
each time step. The weight preferences are based on Table

In order to evaluate our algorithm performance, we analyze
the results for 5 different users with various preferences on the
service qualities (response time and throughput). Our tested
user weights vectors (W) on service qualities are given in
Table [l Notice that the weight preferences on the quality of
services are “unknown” to our algorithm. They are used to
simulate the user’s behavior.

Figure ] shows how the interactive value iteration algorithm
communicates with users during the 64 time steps. Since the
user weight preferences are unknown to the algorithm, it is
needed to query them in the required situations. According
to the figure, the Algorithm [I] finds the optimal workflows
after asking less than 56 queries to the users with preferences
weights Wy, W1 and Ws. On the other hand, for the users
with weight preferences W3 and W, the algorithm queries a

TABLE III
IT DEMONSTRATES HOW THE COMPUTED WORKFLOW FROM ALGORITHM/I]
IS DIFFERENT FROM THE IDEAL WORKFLOW FOR W.

Services ‘:,urmwhesr VI Exact Services I:,ur“;\l;? VI Exact
AS14280 2 566 567 AS9829 2 1559 1565
AS6360 3 3723 3725 AS29650 2 1583 1586
AS4766 9 2226 2237 AS4768 2 2053 2054
AS3288 2 1622 1623 AS42695 2 2503 2504
AS20284 8 1547 1554 AS42915 3 1588 1590
AS852 7 533 4126 AS22047 2 612 613

AS14415 13 4120 4119 AS50517 3 2304 2306
AS16265 2 2018 2665 AS5050 4 3584 3586
AS13301 6 1382 1487 AS13041 24 2375 2368
AS15806 7 1566 1576 AS47720 3 1569 1571
AS11955 12 3882 3888 ASB8075 11 12 4183
AS33821 2 2256 2258 AS23148 5 583 4233
AS29944 3 4223 4224 AS35041 2 2514 2533
AS20773 6 1348 2548 AS6830 2 1579 1584
AS17819 4 2325 2329 AS7050 4 4198 4201
AS27437 3 4047 4050 AS48347 3 2271 2273
AS19855 3 3652 3653 AS760 3 90 92

AS23650 22 625 853 AS8737 13 1932 1940
AS87 5 4111 4112 AS9116 2 1615 1630
AS8551 4 1620 1634 AS19875 5 547 549

AS15366 4 1244 1246 AS55481 4 44 47

AS5603 2 2345 2349 AS39418 10 959 970

AS31727 4 1582 2922 AS5786 3 2212 2214
AS9848 4 2232 2233 AS29097 3 2538 2540
AS29076 5 2275 2293 AS29951 8 3856 3860
AS4808 10 670 770 AS32577 10 3640 3638
AS17431 2 752 753 AS32475 3 3728 3729
AS2819 5 918 946 AS3786 13 2215 2225
AS32613 3 93 94 AS27030 3 4467 4469
AS11305 3 3688 4046 AS24969 2 999 1004
AS15670 3 1982 1984 AS1251 10 175 194

AS156 2 4179 4180 AS12714 2 2279 2280
AS16095 3 998 1016 AS16245 2 1000 1018
AS15290 6 536 574 AS8542 6 2081 2090
AS31815 11 4236 4414 AS34235 4 1141 1208
AS8151 3 1918 1919 AS9308 5 748 801

AS4812 11 760 862 AS5409 2 1440 1441
AS3389 4 4109 4106 AS8928 2 1202 3045
AS81 5 509 510 AS3561 25 3647 3579
AS6785 2 955 956 AS8659 4 2543 2545
AS45061 12 648 649 AS44249 10 2171 2173
AS702 16 156 1147 AS701 19 3493 3491
AS22070 2 3661 3662 AS11426 50 3207 3163
AS1128 5 1964 1965 AS2611 10 132 140

AS25518 2 1774 1775 AS14584 4 3894 3896
AS224 7 2115 2075 AS16339 2 2911 2912
AS15348 3 3731 3732 AS16237 4 1959 1960
AS31827 3 4341 4342 AS32 9 4387 4388
AS30190 2 4408 4409 AS9143 8 1974 1991
AS8220 15 160 1182 AS9318 6 2229 2243
AS4230 8 167 199 AS22489 3 210 211

AS43200 3 2087 2089 AS3307 3 2091 2120
AS3301 6 2506 2522 AS9811 3 695 697

AS34779 9 2332 2335 AS73 4 3911 3914
AS553 2 1448 1466 AS12859 7 125 2024
AS15756 3 2283 2298 AS15879 4 1961 2029
AS10929 4 4065 4066 AS15085 2 554 555

AS21844 13 4163 4161 AS12731 4 1361 1378
AS237 6 3523 816 AS195 13 4188 4027
AS1226 3 4010 4012 AS1221 2 43 79

AS8358 2 1521 1522 AS680 44 1398 1401
ASS8 3 3667 3668 AS3316 4 2260 2261
AS4837 29 680 791 AS27617 3 4445 4446
AS8190 3 4067 4068 AS8904 5 2264 2266
AS43541 3 913 915 AS2519 4 1857 1859
AS42949 2 1994 1995 AS18125 5 1861 1862
AS2200 28 1120 1108 AS26228 6 2077 2080
AS19024 8 3924 3929 AS11343 3 4444 4442
AS40142 7 3740 3767 AS1103 3 1989 1992
AS33491 3 3681 3682 AS33494 9 3700 3707
AS12695 3 2277 2291 AS9120 2 1011 1028
AS41635 3 2250 2252 AS21309 3 1792 1794
AS8342 5 950 2269 AS12306 9 736 4317
AS12301 3 1512 1514 AS9338 9 2040 2046
AS10694 9 4123 4354 AS3778 7 3839 3838
AS6983 50 3214 3234 AS43220 2 980 981

AS39111 3 964 1319 AS3614 4 3539 3541
AS17477 9 18 2062 AS29134 2 939 940

AS43892 2 1532 1533 AS14335 2 3596 3597
AS8972 3 1343 1344 AS3292 36 2068 2478
AS8803 3 2554 2555 AS12874 23 1711 1821
AS1930 2 2204 2208 AS210 13 3709 3712
AS24958 3 947 948 AS15083 28 863 864

AS6400 4 1030 1031 AS1205 4 108 111

AS8508 3 2168 2169 AS11798 18 3822 3824
AS36017 3 4473 4474 AS55454 3 2031 2032
AS36850 4 3655 3657 AS40619 4 3526 3525
AS16276 8 1191 1201 AS5537 2 2288 2295
AS13367 10 3750 3738 AS12312 4 1365 1367




TABLE IV
IT DEMONSTRATES HOW THE COMPUTED WORKFLOW FROM ALGORITHM[I]
IS DIFFERENT FROM THE IDEAL WORKFLOW FOR Wj.

number humber

Services of WS VI Exact Services of WS VI Exact
AS42695 2 2503 2504 AS50517 3 2304 2306
AS16265 2 2018 2665 AS15806 7 1566 1576
AS8075 11 3830 4183 AS23148 5 583 4233
AS35041 2 2514 2533 AS48347 3 2271 2273
AS760 3 90 92 AS39418 10 963 970
AS4808 10 670 770 AS32475 3 3728 3729
AS32613 13 99 94 AS156 2 4179 4180
AS25260 5 1268 1270 AS16245 2 1000 1018
AS8542 6 2081 2090 AS5409 2 1440 1441
AS3561 25 3647 3579 AS2611 10 132 135
AS14584 4 3894 3896 AS16237 4 1959 1960
AS10929 4 4065 4066 AS12731 4 1361 1378
AS4837 29 739 791 AS2519 4 1857 1859
AS18125 5 1861 1862 AS2200 28 1120 1052
AS26228 6 2077 2080 AS41635 3 2250 2252
AS21309 3 1792 1794 AS10694 9 4123 4124
AS3778 7 3836 3838 AS39111 3 964 1319
AS3614 4 3539 3541 AS1930 2 2204 2208
AS8508 3 2168 2169 AS36850 4 3656 3657
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Fig. 5. The figure shows how the accumulated response time increases during
each time step. The weight preferences are based on table

more significant amount of questions to the user. One possible
explanation for the different behavior from one user to the
other is that, if the weights are more balanced, comparing
vectors using Pareto dominant and K-dominant methods is less
informative and therefore the only option to eliminate one of
the two vectors is to ask directly to the user. This problem
can be mitigated by approximating a workflow for the system
instead of calculating the exact one. Since IVI-SC is an exact
algorithm, the initial sequence of data-set presentation have an
important effect on the number of required queries in order to
find the optimal workflow.

Figure [5] and Figure [6] shows how the service qualities
change with respect to the time step for the 5 given weight
preferences. The optimal workflow should maximize the total
sum of throughputs while minimizing the total sum of response
times. The two figures show how throughput and response time
increase linearly w.r.t the time steps. Figure [5] shows that the
accumulated response time for all weight preferences does not
exceed 4 seconds. On the other hand, Figure [6] maximizes the
accumulated throughput until a value of around 9000 Mbps.

If the users weight vectors are available, the exact workflow
is computed by taking the weights into account and using a
classical approach on MDPs such as Value iteration or Policy
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Fig. 6. The figure shows how the accumulated throughput increases during
each time step. The weight preferences are based on table

Iteration method [5], [34]]. In order to compare the workflows
obtained with our method with the ideal ones, we transfer
the quality vectors to the quality values: QoS(S;, Si;) =W -
Qos(S;, S;;j) by doing the assumption of knowing a priori
the user weights . In this way, we can compute the exact
services compositions for each user and compare them with the
computed workflows from the IVI-SC method. Our experiments
confirm that the optimal workflow computed by the IVI-SC
algorithm is exactly the same as the exact computed workflow
for the 3 users with weights preferences W, W, and W. For
the two other weight preferences W3 and W4, the IVI-SC and
the exact approach are different in a few number of abstract
services: 178 out of 744 abstract services for W3 and 38 out
of 744 abstract services for W 4. In other words, our method
computes 76% and 95% of concrete services correctly for users
W3 and W, respectively. Table [I1I| presents the list of abstract
services where our approach (IVI-SC) and the exact approach
propose different concrete services for the services composition
problem under W 4. Table shows the differences between
these two approaches for W,. The first column contains a
service abstract name with its possible number of concrete
services to execute, and the second column shows the selected
concrete service number by the IVI and the exact methods.

VIII. CONCLUSIONS AND FUTURE WORKS

In this paper, a Reinforcement Learning-based approach is
proposed to solve the services composition problem in a web of
things environments and without knowing the user preferences
on the QoS attributes. The services composition problem is
formulated as a discrete-time Vector-valued Markov Decision
Process and solved using an interactive value iteration method.
The registered qualities of the web services in our studied
data-set [49]], [S0] are executed by selecting 142 users from
the data-set. The experiments show that our algorithm finds the
optimal services composition by learning the user preferences
weights with high accuracy. The optimal services composition
is obtained by maximizing the accumulated throughputs and
minimizing the accumulated response times. As potential future
work, different models of MDPs should be tested, such as



parallel MDP, sequential parallel MDP, etc. Finally, it could
also be interesting to classify and observe the users types w.r.t.
their service qualities and their execution information on the
web services before modeling the data-set into an MDP.
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