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1 Introduction

Differential privacy (DP) is an approach for privacy-preserving data analysis with rigorous mathe-
matical guarantees [DR14]. Its idea is to permit queries or computation of aggregated results on a
database while ensuring limits on the information that can be extracted about a given individual.
It has been widely used in areas such as medical or demographic databases.

It turns out that checking that a large program is DP is a difficult task. For this reason,
some programming language approaches for verifying this property have been explored. One such
approach is based on types: Fuzz is a linear type system for a functional programming language
ensuring that well-typed programs are e-differentially private [RP10] (see also [SB24l [SB26] for some
recent variants). A second approach is that of proof systems, either in the form of Hoare logics
for imperative programs [BKOBI2], or higher-order logics for functional ones [Agu20], [ HAG™26].
While the type system approach is appealing for compositional building of large programs and
for automatization, the proof systems are more expressive and can be used to check the DP of
programming primitives. It would thus be desirable to use these two techniques in combination.
The paper [ZRH™ 19| has proposed an approach of this kind for imperative programs, but this does
not allow to take advantage of higher-order functional programming. In this work we want to make
a first step in this direction for functional computation.

A key notion for DP is that of program sensitivity, which is a bound on how much the distance
between two values can be multiplicatively increased by applying the function. The techniques for
making a program differentially private are based on the idea of adding probabilistic noise to the
output, calibrated by the sensitivity of the program [DRI4]. The Fuzz language can be seen as
a type system that allows to derive statically a sensitivity bound on a program. The problem we
address here is to consider the deterministic fragment of Fuzz (that is to say, without probabilistic
noise primitives), which we will call Fuzzg, and to provide a compositional translation of it into a

relational higher-order logic. The target logic we consider is the relational logic RHOL proposed in
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[Agu20], an expressive system that admits a probabilistic extension. In [dAGHT17] the soundness
of Fuzz was proved using a metric denotational semantics. In the present paper, we will instead

represent metrics in RHOL and interpret Fuzz programs by means of the translation in RHOL.

2 Preliminaries and definition of metrics in RHOL

We start by giving a background on Fuzz [RP10] and RHOL [Agu20]. Fuzz is a type system for
proving sensitivity of programs expressed in an extended A-calculus. Sensitivity expresses a bound
on the amount of scaling that a program can make. More precisely, in the semantics of Fuzz, types

T are interpreted as metric spaces with metric d, and sensitivity is expressed in the following way.

Definition 2.1 (sensitivity). Let e be a program of type o depending on one variable x of type T.
We say that e is r-sensitive in x, if for any values a, b of type T, and v, w such that e[a/x] (resp.
elb/x]) evaluates to v (resp. w) we have dy(v,w) < r-d.(a,b).

This definition is extended to programs depending on n variables z; of type 7; by placing the
requirement d, (v, w) < >0, 7 - dr, (ai, b;) (*¥), where e[a;/z;] (vesp e[b;/xz;]) evaluates to v (resp.

The terms of Fuzz are denoted with letters ¢, e and its types are denoted with letters 7, 0. Fuzz
judgments and rules are as in linear logic, except that variables in the context come annotated with
a real number, which expresses sensitivity of the program with respect to that variable. Hence, the
judgment xq iy, T1,...%p ir, Tn € T expresses that e is r;-sensitive with respect to x; for all i
(property (¥)).

Every type comes equipped with a metric. By using linear logic types, Fuzz allows for mul-
tiple metrics on the same underlying set. For instance, there are two simple metrics on the
product set: dr or, ((x1,72), (Y1,42)) = dr (T1,91) + dry(T2,y2) and dr &, ((T1,22), (Y1, Y2)) =
max(d, (z1,y1), dr, (T2,y2). In addition to the metrics on product types, Fuzz enriches the ! modal-
ity by adding an indexed connective !s, where s € Rs. Its purpose is to scale the metric of a type
by s, that is d_-(z,y) = s-d(z,y). The last type that we are concerned with is the linear arrow —o.
It is supposed to represent 1-sensitive functions, and its metric is dr, —or, (2, y) = sup,.,, dr,(v2,yz).
Derivation rules are analogous to those in linear logic, but with an appropriate treatment of sensi-
tivity annotations, see Fig[l]

There are other types in Fuzz, notably for dealing with probabilities, but we omit them here
and focus on the reduced deterministic version of Fuzz described above, which we call Fuzzg.

We will now present RHOL. First, let us denote by I' IF ¢ : 7 typing judgments for (ordinary)
A-terms with simple types. HOL is a higher-order logic, which proves formulas on simply typed
A-terms t; its basic predicates are of the form ¢t = t'. Its judgments are of the form I' | U - ¢, where

I' is a typing environment for the A-terms, ¥ is a set of formulas and ¢ is a formula. Its intuitive



r>1 I'ke :m FI—eQ:Tg& TrFe:m&m

— — war 1 — & F
Txyrhao:T Tk (e1,e) : 1 &1 I'Fme:m
AFe i They:m oI 'Fe:mm®mn Azu,rm,y,mbe 7 oF
A+4+TF (er,e): 11 @7 A+l Flet(x,y) =eine’ : 7/
Fz:oythe: 7 AlFe:7—o7 Tlrey:T
— I — K
I'FXze:Tm—o7 A+TFee:7
. . . A
I'ke:r I T'kFe:lyr Ajxgrhe T \E
sI'Fle gt A+rlFletlr =eine : 7

Figure 1: Typing rules of Fuzzg

meaning is that in the typing context I', the conjunction of ¥ implies ¢. Its rules are standard and
we omit them here because of space limitations.

RHOL is a relational logic, that is, a logic proving properties relating two terms (programs) t;
and to. It is based on HOL. Its judgments are of the form " | ¥ F ¢; : 7y ~ t3 : 2{¢}, where,
as before, I' is a typing environment, ¥ is a set of HOL formulas, ¢ is a HOL formula with two
special free variables vy, vo and ¢; (i = 1,2) is a A-term of type 7; in environment I'. The meaning
of the judgment is that, in the typing environment T, if the conjunction of ¥ holds (preconditions),
then so does ¢[t1/v1][t2/v2] (postcondition). So, for instance, if ¢ is the formula v; = vq, then the
proved property is t; = to.

RHOL allows us to reason both by the structure of the postcondition (using HOL) and the
structure of one or both programs. To give an idea of the rules of RHOL, we present some in Fig.
(acting on A-terms). Structural rules, which only act on formulas, are omitted here. Observe, for
instance, in Fig. [2|rule VAR, which deduces from a HOL judgment an RHOL one.

RHOL features two-sided rules, which require the two programs ¢; and t; to have the same

structure, as well as one-sided rules (omitted here), which only modify one of the programs.

3 Translating Fuzz, types and defining metrics in RHOL

Our translation of Fuzzy into RHOL starts with a translation (-) of Fuzzy terms into (ordinary)
M-terms and Fuzzg types into simple types. If ¢ is a Fuzzg term, we denote its translation as ¢. It is

rather standard, in particular 't = . The translation of types is also very natural and given below.

Definition 3.1. We define inductively the translation 7T of Fuzzy types T into simple types:
(1) Base types of Fuzzg are translated to base simple types, (2)T1 @ o = 11 &m0 =T X T3,
(3) T — =717, (4) sT=7.

Now, in order to speak about distances in RHOL, it would be natural to extend HOL with

function symbols for each Fuzzg type to represent the metrics. However, such approach would not
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Figure 2: Selected two-sided rules of RHOL

suffice, because the typing of a term with the linear arrow type conveys more information than just
the distance; it also tells about the sensitivity of the programs. Because of that, we extend the

HOL logic with metric predicates, starting with base types.

Definition 3.2. For each base type of Fuzzg A, we add a basic predicate da on A x A x R>q with

the following axioms:
(1) dax,x) <0, (2) da(z,y) < u s da(y,z) <u,
(3) dA(:L'7y) S Ul/\dA(y,Z) S Ug = dA(l’7Z) S u1+u27 (4) dA(m7y) S uNu S v = dA({)L‘7y) S v.

Metrics on higher types will be defined inductively by the structure of the Fuzz, types. For each
Fuzzg type 7, we introduce a predicate WT. on 7, whose extension should be the elements, which
are typable with type 7 in Fuzzg. In fact, it suffices to take WT, () := d(z,x) < 0. We will define
the metric predicates in such a way that a real-valued function f : R — R that is not 1-sensitive
will not satisfy the predicate WTr_or(f).

Definition 3.3. For each Fuzzy type T, we add a basic predicate d. on T defined by:
1. drygr({x1,11), (T2, y2)) < u < Jup,ug : Rdy, (21,y1) < up Adry(22,y2) < ug Aug + ug = u,
2. dry gory ((T1,22), (Y1,92)) < u s dry (21,91) S uNdry(22,92) <,
3. dir(z,y) <s-usd(r,y) <u
4.

Ary—or (2,y) <u V2 : 7. WT, (2) = dpy (v2,y2) < u)A (—1)

(Vz1, 220 : T1.dry (21, 22) <0 = dry(221,220) < 0Adr,(Y21,y22) <v)  (—2)



The first conjunct (— 1) of the definition of d, ., is the definition of the metric, while the
second one (—o 2) ensures that both  and y are 1-sensitive functions. In particular, the distance
predicate d,, ., will not be defined on terms that do not represent 1-sensitive programs.

We only introduced the axioms of the metric predicates for basic types (in Def. . It is
possible to prove the same properties for the other metric predicates defined in Def.

To illustrate the importance of condition consider the following Fuzzg type l2(R — R) —o
(R — R) and a function g(f) := fo f, which takes a real valued function and composes it with itself.
The result g(f) is 1-sensitive if ¢ is allowed to take as inputs only 1-sensitive functions, that is, g
has type !2(R — R) —o (R — R) in Fuzzg. The result g(f) is not l-sensitive however, if we allow
2-sensitive functions as inputs, that is ¢ is not typable in Fuzzg with type l3(1aR — R) — (R — R).
This is captured in RHOL by the fact that the predicate d, (1,r—or)—(r—r) (g, 9) < 0 does not hold,
because property is not satisfied.

4 The translation of Fuzz, derivations into RHOL

We can now encode judgments. The Fuzzy judgement xy :r, 71,...%y i, Tn F e : 7 is translated in
RHOL as:

A1 Ty Qn Ty b1 i T, by Ty ug Ry ouy R

n
dr (a1,b1) <wur,...dr (an,by) <uy Fela;/z;] T ~elb/xi] : T{d;(v1,v2) < Zriui} (1)

i=1
The intuition of this RHOL judgement is to express the (*) property of Sect. [2, by bounding the
distance d,(v1,v2) between the two results by means of the distances d., (a;, b;) and sensitivities r;.

Our main result is the following theorem.

Theorem 1. Whenever I' - e : 7 is a derivable judgment in Fuzzg, then the judgment above is
derivable in RHOL.

The rules that pose the biggest problems are linear arrow introduction and elimination, as well
as tensor elimination. In particular, condition [(—o 2)|is crucial in the translation of the linear arrow

elimination rule.

5 Perspectives

The next step will be to extend our translation to the probabilistic part of Fuzz. In this way we
would be able to translate Fuzz statements of e-differential privacy into RHOL. For that, we will
need to extend RHOL with probabilities, for which there are several possible choices. We could
follow the approach of Aguirre [Agu20] of using a coupling-based logic. However, this approach
might not be expressive enough for our needs. Other possible approaches include assertion-based
logics [BEG™18], quantitative logics [ABDG25] and separation logic [HAG™26).
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