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Reaction systems

A reaction system is a pair rs = (S, A), where:
» S — finite background set entities/molecules

» A - set of reactions over S

Each reaction in A is a triple b = (R, I, P) such that R, I, P are
nonempty subsets of S with RN1 = @.

» R - reactants, Ry
» I — inhibitors, Iy
» P — products, Py
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Example

(S,A)=({1,2,3,4},{a,b,c,d})

({1,44{21{1,2}) ®
({1,3L{21,{1,2)) d

({2},{4}.{1,3,4})
({35 {21, {1})

Cc

In state {1, 3,4}

» a, ¢, d — enabled reactions

Individual results for the reactions: start _>
» a—{1,2}
>»b—o

» ¢ —{1,2}
> d— {1} @
Result state: {1, 2}
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Environment

Execution of reaction systems depends on their environment

Environment is defined in reaction systems as context

>
>
» Context - sequence of sets of entities
» Supplied at each step of execution

>

Affects reactions enablement:
states are extended with a corresponding context
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Example
(S,A)=({1,2,3,4},{a,b,c,d})
initial state: {1,2} environment (context): 214} = (& {4}}

({1, 4},{2},{1,2})
(1,35 {2},{1,2})

({2}, {4},{1,3,4})
({35 {2} {1})

b =
d =
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Model checking for rsCTL [MPR15]

Input:
> Initialised context restricted reaction system: icrrs

» rsCTL formula ¢
(rsCTL - CTL with path selection by referring to contexts)

Decision problem:

M = ¢

model for icrrs formula

Theorem. The model checking problem for rsCTL is
PSPACE-complete.

Model checking algorithm is based on BDDs.
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Example. Gene regulatory network

Q

[ — [ —
gene y N geniz/

gene r

Three (abstract) genes x, y, z expressing proteins X, Y, Z,
respectively, protein U, and protein complex Q formed by X and U.

The expression of X by x is inhibited by Y and Z, the expression of
Z by z is inhibited by X, and expression of Y by y is inhibited by
the protein complex Q.
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Example. Gene regulatory network: properties

1. It is possible that the protein Q will never be produced:
EG(—Q).

2. If we do not supply U in the context, then Q will never be
produced:

AyG(—Q), where Y ={a C €| U ¢ o} ={o}.
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Linear-Time Temporal Properties of RS

Verification of Linear-Time Temporal Properties
for Reaction Systems with Discrete Concentrations

Fundamenta Informaticae, 2017; A. Meski, M. Koutny, W. Penczek
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Multisets over S : B(S)

> s—1 — multiplicity of s e.g {s—2,x—3,y}

Multiset expressions: a € BE(S)

az=truele~cle~e|—alaVa
where:
> e, <=2,
> ecS
> ceN

Then b |=p a means that a holds for b € B(S):

b Ey true for every b € B(S)
bEpe~c iff ble)~c

by e~e’ iff b(e)~b(e)

b le -a iff b |7éb a
bEyaVa iff bEpaorbkEya
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Reaction systems with concentrations: definition

rsc = (S, A) — reaction system with (discrete) concentrations:

» S — finite background set

> A — nonempty finite set of c-reactions over S

B(S) — set of all bags over S;
a = (r,i,p) € A — c-reaction

> r,i,p € B(S) with r(e) < i(e), for every e € carr(i)
(carr(b) ={s € S| b(s) > 0})

» r, i, p — reactant, inhibitor, and product concentration levels

» denoted: ry, iq, and pqa
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Reaction systems with concentrations: enablement

A c-reaction a € A is enabled by t € B(S), denoted eny(t), if
rq <tandt(e) <ig(e), for every e € carr(iq)

resq(t) — the result of a on t:
> resq(t) =pq if eng(t)
> resq(t) = Ts otherwise

resa(t) = M{resq(t) |a € A} =M {pa | a € A and eng(t)}.

M(B)(x) = max({b(x) | b € B}) for non-empty B C B(S),
b < b’ if b(x) < b’(x) for every x € X
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Context-restricted rsc

Context automaton over the set B(S):
ca = (Q, qo, R), where:

» Q — finite set of states
» qo € Q — the initial state
» RC Q x B(S) x Q — transition relation

crrsc = (rsc, ca) — context-restricted rsc:
» rsc = (S, A) — reaction system with discrete concentrations

» ca=(Q, qo,R) — context automaton over B(S)

15/33



Interactive processes of crrsc

7= ((,v,8) — (n-step) interactive process in crrsc
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Interactive processes of crrsc

7= ((,v,8) — (n-step) interactive process in crrsc
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Interactive processes of crrsc
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16/33



Interactive processes of crrsc

7= ((,v,8) — (n-step) interactive process in crrsc
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LTL for RS — rsLTL

The syntax of rsLTL is given by the following grammar:

bi=aldNP|PVI[Xad|PUad | dRaP

where a € BE(S)
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LTL for RS — rsLTL

The syntax of rsLTL is given by the following grammar:

bi=aldNP|PVI[Xad|PUad | dRaP

where a € BE(S)

o= oUgb

o090
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LTL for RS — rsLTL

The syntax of rsLTL is given by the following grammar:
bu=aldNP [PV |Xad | PUad | PRad
where a € BE(S)

o= ¢Rqp
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Reaction Mining

» Reactions may be defined partially
e.g., missing information about inhibitors, reactants, etc.

» From experiments we obtain observations which help fill in the
missing information about reactions

> Assumption: experiments result in existential observations
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Reaction Mining

» Reactions may be defined partially
e.g., missing information about inhibitors, reactants, etc.

» Partially defined reaction systems:
parametric reaction systems

» From experiments we obtain observations which help fill in the
missing information about reactions

» rsLTL is used to express these observations
> Assumption: experiments result in existential observations
» rsLTL interpreted existentially
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Parametric reaction systems (with discrete concentrations)

Parametric reaction system: prs = (S, P, A), where:
» S — background set
» P — set of parameters
» A — set of parametric reactions, A # &
S, P, A are finite
Let a = (v,i,p) € A: t,i,p e B(S)UP
» t, i, p — denoted by tq, iq, and pq

» reactants, inhibitors, and products of parametric reaction a

Example: Let A;,A, € P
» Parametric reactions:  ({x,y},A1,{z}), (A1, {x},A2)
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Parameter valuations
Parameter valuation of prs:
v:P — B(S)

> we write bV for v(b)

» PV, — all the parameter valuations for prs

Parameter substitutions

» Parameters are substituted according to v € PV,

> X7 LN {(af Y af v, af ) lae X} for XC A

1

> .p.r.sev déf (S, Aev)

v € PV, is a valid parameter valuation if prs" yields an rsc
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Context-restricted PRS

Context-restricted parametric reaction system (crprs):
crprs = (prs, ca)

where:
» prs =(S,P,A)
» ca = (Q, qo, R) — context automaton over B(S)

For v € PV,,; we define:

crprsY = (prs<Y, ca)
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Parameter constraints
¢ € PC(prs):
cuz=true|Ale] ~c|Ale] ~Ale] | —c|cVe,

where:
AeP eeS celN ~e{<.<=2>}

Let v € PV

» ¢ holds in v is denoted v =, ¢

v Fp true for every v

vEp Alel ~c if AT7(e)~c

v Ep Aler] ~Azlen] i ATV(er) ~ASV(e2)
v Ep ¢ if vipc

Vip Vo if veEpcaorviEp o

22/33



Constrained PRS

Constrained parametric reaction system: cprs = (S, P, A, ¢)
where:

» prs =(S,P,A)
» c e PC(prs)
Context-restricted cprs: cr-cprs = (cprs, ca) where:
» cprs = (S, P, A ¢)
» ca = (Q, qo, R) — context automaton over B(S)

cr-cprsV = (eprs™V, ca)
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Parameter synthesis

» cr-cprs = (cprs, ca)
» F={d1,...,dn} - rsLTL formulae

» ¢ — parameter constraint

Calculate a valid parameter valuation v of cr-cprs such that:
(M(cr-cprs™™) 3z ¢1) A A (M(er-cprs™) =3 dn)

Theorem. The problem whether there is a valid parameter
valuation is PSPACE-complete.

Incremental approach:

Keep increasing k > 0 until a valid parameter valuation is found:

(M(cr-cprs) ':g b)) A A (M(er-eprs) ):5 dn)
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Encoding of parameter synthesis into SMT

fos = /\ Pathsk A Loopsk A [¢¢]§ | A PC(BPaT)
breF

1. Test satisfiability of fps

2. When fpg is SAT — extract valuation of parameters
3. When fps is UNSAT — no valid valuation exists
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Experimental evaluation

» Incremental approach: unrolling of interactive processes
» Two implementations:

» Parametric:
» with SMT encoding allowing for parameter synthesis

» Non-parametric — using different SMT encoding
(optimised for non-parametric verification)

» Using Python and Z3 SMT-solver (4.5.0)
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Mutex

n > 2 processes

competing for exclusive access to critical section

Background set: S = Ji-; Si:

» i-th process: S; = {outy, reqy, iny, acty, lock, done, s}

» Jock, done, s — shared amongst all the processes
Reactions: A =i ; Ay U {({lock}, {done},{lock}) }

> A is the set of reactions associated with the i-th process
Context automaton provides:

» the initial context set
P context sets — at most two active processes allowed
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Mutex

P> Assumption: open system

» n-th process: additional (malicious) reaction with parameters:
P = {ATv }\iv A‘p}

cr-cprsp = ((S, P, AU{(Ar, A, Ap)}¢), ca)

> c=(Apling] =0) A /\AEP,eeS\SnO‘[e] = 0) - additional
reaction:

» produces only entities related to the n-th process
» cannot produce in, (to avoid trivial solutions)

Synthesis: parameter valuation v of cr-cprsp:

» ¢ = F(iny Ain,) — violation of mutual exclusion

M(cr-cprsy’) E3 ©
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Results: time

—a- CT-CPTS
B CTTSCnyp

T
~

1,000

[ee}

o

o
I

600 |- £

S
o
o

T
®
o

time (in seconds)

200 | e
" A et
0 -lia-tﬁli"".

L L L L L L
0 10 20 30 40 50
n

A ={outn}, ATV ={s}, and AJV = {reqy,, done}
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Results: time
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cr-cprs — parametric implementation
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Results: time
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crrscnp — non-parametric (hard-coded valuation)
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Results: memory
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Reaction Systems Model Checking Toolkit

v rsCTL:
» Binary Decision Diagrams used for storing and performing
operations on Boolean functions

» Uses BDD-based bounded model checking for efficient
verification of existential formulae

v rsLTL:
» Based on translation to the SAT problem (SMT)
» Existential verification
v Reaction mining for rsLTL:
» Observations expressed in rsLTL
» Uses SMT for BMC-based parameter synthesis
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Reaction Systems Model Checking Toolkit

Formalism rsCTL rsLTL
rs umc/bmc | bmc
rsc X bmc
prs X bmc
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Conclusions

» Synthesis method for partially defined reaction systems (RS)
> Properties specified using linear-temporal logic for RS

» Demonstrated application in attack synthesis

Further work:
» Tackle universal observations
» Optimisation of SMT-encoding
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Conclusions

» Synthesis method for partially defined reaction systems (RS)
> Properties specified using linear-temporal logic for RS

» Demonstrated application in attack synthesis

Further work:
» Tackle universal observations
» Optimisation of SMT-encoding

http://reactionsystems.org

Thank you!
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