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DIFFERENTIATION PROBLEM
Problem:
Differentiation of two access control policies

by enumerating counter-examples to equivalence
Motivation:
Assistance in the maintenance of access control policies

ACCESS CONTROL POLICIES [1, 2]
Access control policies specify when a request for an ac-
tion by a user on a resource can be granted or not.
Access control policies can be formally specified as term
rewrite systems. Requests can be encoded as ground
terms and thus be evaluated through rewriting.
Also one can verify semi-automatically some proper-
ties of the policy by verifying the equivalent properties
on the corresponding term rewrite system:

— Consistence Confluence

— Completeness Totality

— Termination Termination

REWRITING VS. NARROWING [3]
Narrowing is a generalization of rewriting. Input terms
can contain variables that will be bound in the process
of narrowing.
Rewriting matches instances of rule left-hand sides:
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Narrowing unifies sub-terms with rule left-hand sides:
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Thus narrowing can be used for equation resolution:

t1 ≈ t2 ∗ R,σ true =⇒ σ is aR-unifier of t1 and t2
(i.e. σ is a solution to the equation t1 ≈ t2 inR)

An administrator might use narrowing to answer more
complex queries about a policy.
We use this technique to compute the differential bet-
ween two versions of a policy for some query term.

BREADTH-FIRST SEARCH OF NARROWINGS

The derivations of t of length n ∈ N by a strategy S:
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
〈t, id〉 si n = 0
〈σ(s[r]p), σ ◦ τ〉 si n > 0

and 〈s, τ〉 ∈ Nn−1
S (t)

and 〈p, l→ r, σ〉 ∈ S(s)
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. . . . . .
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ON A COMMON SET OF CONSTRUCTORS (C = C1 = C2)
Definition 1. Let C be a set of constructors, D1 and D2 two sets of operations such that D1 ∩ D2 6= ∅, F1 = (C ] D1)
and F2 = (C ]D2) two signatures, andR1 = (F1, R1) andR2 = (F2, R2) two inductively sequential rewrite systems.
Let t ∈ T (F1 ∩ F2,X ) be an operation-rooted term. Then the narrowing differential of t inR2 w.r.t.R1 is

DR1,R2(t) def= {(σ, v1, v2) ∈ (V(t)→ T (C,X ))× T (C)× T (C) | σ(t) ∗→R1 v1 and σ(t) ∗→R2 v2 and v1 6= v2}

We build a new systemR1 -R2 fromR1 andR2.
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where ρk renames operations o to ok in every rules,
and ξ extends with rules for the ∧, ≈ and 6≈ operations.

We build t̂
def= (ρ1(t) ≈ x ∧ ρ2(t) ≈ y ∧ x 6≈ y), with x, y

two fresh variables, that we narrow inR1 -R2.

Theorem 1 (Soundness).

t̂ ∗ R1 -R2,σ true =⇒ (σ|V(t), σ(x), σ(y)) ∈ DR1,R2(t)

Theorem 2 (Completeness).

(σ, v1, v2) ∈ DR1,R2(t) =⇒ t̂ ∗ R1 -R2,σ′ true
where σ′ = σ ∪ {x 7→ v1, y 7→ v2}[V(t) ∪ {x, y}]

ON NON-DISJOINT SETS OF CONSTRUCTORS (C1 ∩ C2 6= ∅)
Definition 2. Let C1 and C2 be two sets of constructors such that C1 ∩ C2 6= ∅, D1 and D2 two sets of operations such
that D1 ∩ D2 6= ∅, F1 = (C1 ] D1) and F2 = (C2 ] D2) two signatures, and R1 = (F1, R1) and R2 = (F2, R2) two
inductively sequential rewrite systems. Let t ∈ T (F1 ∩ F2,X ) be an operation-rooted term. We define

D−R1,R2
(t) def= {(σ, v1,⊥) ∈ (V(t)→ T (C1,X ))× T (C1)× {⊥} | σ(t) ∗→R1 v1 and σ(t) 6∈ T (C2 ] D2,X )}

D+
R1,R2

(t) def= {(σ,⊥, v2) ∈ (V(t)→ T (C2,X ))× {⊥} × T (C2) | σ(t) ∗→R2 v2 and σ(t) 6∈ T (C1 ] D1,X )}

D6=R1,R2
(t) def= {(σ, v1, v2) ∈ (V(t)→ T (C1 ∩ C2,X ))× T (C1)× T (C2) | σ(t) ∗→R1 v1 and σ(t) ∗→R2 v2 and v1 6= v2}

Then the narrowing differential of t inR2 w.r.t.R1 is

D⊥R1,R2
(t) ⊆ (V(t)→ T (C1 ∪ C2,X ))× (T (C1) ∪ ⊥)× (T (C2) ∪ ⊥)

D⊥R1,R2
(t) def= D−R1,R2

(t) ∪D6=R1,R2
(t) ∪D+

R1,R2
(t)

We build a new systemR1 ∦R2 fromR1 andR2.
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Where τ(Rk) rewrites asRk on Ck and to ⊥ otherwise.

We build t̂
def= (ρ1(t) ≈ x ∧ ρ2(t) ≈ y ∧ x 6≈ y), with x, y

two fresh variables, that we narrow inR1 ∦R2.

Theorem 3 (Soundness).

t̂ ∗ R1 ∦R2,σ true =⇒ (σ|V(t), σ(x), σ(y)) ∈ D⊥R1,R2
(t)

Theorem 4 (Completeness).

(σ, v1, v2) ∈ D⊥R1,R2
(t) =⇒ t̂ ∗ R1 ∦R2,σ′ true

where σ′ = σ ∪ {x 7→ v1, y 7→ v2}[V(t) ∪ {x, y}]

RESULTS
The differential of two access control policies for some
query term is recursively enumerable.
Indeed, both DR1,R2(t) and D⊥R1,R2

(t) are recursively
enumerable, by narrowing t̂ in R1 -R2 and R1 ∦R2 in
a breadth-first search manner, even though the number
of solutions can be unbounded, or R1 and/or R2 non-
terminating.

INDUCTIVE SEQUENTIALITY [4, 5]
Constructor-Based Rewrite Systems:
Functions are partitioned in constructors and defined ope-
rations; Rewrite rules eliminate defined operations.
Inductively Sequential Rewrite Systems:
Constructor-based rewrite systems that are orthogonal
by construction.
Outermost Needed Narrowing:
A narrowing strategy that makes use of inductive se-
quentiality to always apply rules at the outermost po-
sition that will be narrowed in any derivation.

S : t 7→ {〈p, l→ r, σ〉 | t p,l→r,σ σ(t[r]p)}

In this work, we restrict to inductively sequential re-
write systems and the outermost needed narrowing.
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